APIs In securities services

Jonathan Ehrenfeld, SWIFT
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Security Components

ldentity Management
Authentication
Encryption
Threat & Vulnerability

Data Model

consumer Provider

Data Architecture

New services

Client Experience
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Single identification
Normalized security elements

Reach of trusted counterparties

Central value added services
Neutral view on data
Re-use of footprint




SWIFTs API definition process

DESIGN & DEVELOP TEST & DEPLOY

Use Case Business ST HUb Convgrsu_)n e Sandbox / API Developer
A Collaboration Publication of
Definition Process . Gateway Portal
Design API contract
{ &3} swaceerhub
Open API

JSON Schemas » Enrich with error handling, authentication flows
Create sandbox
» Create environment for review/comments

* Maintenance governance

Specification

Business Product Developer

Standards

Expert Manager / QA

* Business Transactions » API specific information (request parameters, endpoints, URLS,)
* Resources (Message Components) * Generic APIs
* ISO 20022 registration process and governance * OAS 3.0 files

« APl registration by SWIFT or ISO 20022



* Verify beneficiary
account existence
prior to sending a
payment instruction

» Standardized Initiating
beneficiary account Bank
verification API

Ordering
Corporates Customer
Asset managers
Brokers

Fund distributors
Custodians

Pre-validation of accounts

SWIFT API Gateway
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Bank
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» Beneficiary bank to
check account
exists/can receive
funds

Depending on the
jurisdiction, perform

» name matching
Beneficiary
Bank .
» Standardized API

status response

Beneficiary
Bank



On demand and real-time status of settlement instructions

Almost RT MT 548
capability to access
status data

SWIFT)

Messaging RT
interpretation

I Getstatus

capability is already GetStatus

in place for back- < ﬁ

office systems Status 4—@—
Status

“GetStatus for

all failing

- GetStatus
transactions ¢—> GetStatus

where settlement
date is today”

s status AP| Gateway mStatus

“GetStatus for

all pending GetStatus GetStatus
transactions ¢—>

where reason < ¢

code is lack of Status Status

cash”



Request securities positions held across custodians and
depositories

Custodians _
Asset Managers Custodians &
& Brokers Depositories
GetAcct m @
Position
data

GetAcct API calls m
API
< _ﬁ— API| Gateway
Position Data ‘—_ﬁ_

Responses
GetAcct w @
Posmon

data




Ad-hoc access to NAV information across fund accountants

Credit providers

Asset Hedge funds, mutual & pension funds

Managers
&

GetNAV

- ¢ NAV data
GetNAV m

h wNAv data

GetNAV

Isl NAV data

GetNAV
Igl NAV data
SWIFT
@ AP| Gateway GetNAY
GetNAV m e

%

NAV data

Isl NAV data

| 3d Parties

Sub-custody network

Custodians
& Fund Accountants

Cash Management
& Capital markets
operations
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